Technologies to Operationalize Indigenous
Data Sovereignty

Publication Date: Oct 6, 2021

Collection Editor(s):
Maui Hudson, BHSc, AIT, MHSc, AUT
Associate Professor and Director, Te Kotahi Research Institute, University of Waikato

Stephanie Carroll, DrPH, MPH
Assistant Professor, Public Health and Associate Director, Native Nations Institute, University of
Arizona

Introduction

Throughout history, data about Indigenous communities, cultures, and territories have been
collected and collated through research and surveillance as part of processes of colonisation and
assimilation. Settler colonialism occurs not only on the land but also in the academy where the
omission of Indigenous leadership in data production positions Indigenous Peoples as objects of
study. Limiting the sovereignty of Indigenous communities and removing their right to define
themselves has created a deficit-focused narrative that characterises these communities by “5D
data” (disparity, deprivation, disadvantage, dysfunction, and difference as set forth by Maggie
Walter), and fails to satisfy self-determined data priorities.

Indigenous Data Sovereignty is focused on enhancing Indigenous control of Indigenous data.
Western intellectual property systems are organised in ways that recognise authorship and copyright
of non-indigenous scholars and institutions in libraries, archives, and museums with little regard to
the Indigenous communities to whom the material belongs. The inability to control the access, use
and circulation of Indigenous data is not just limited to Indigenous knowledge but also extends to
genetic resources. Examples abound of negative experiences with genetic research such as the
unconsented secondary use of genetic data collected from the Havasupai Tribe by an Arizona State
University researcher, actions which resulted in various tribes placing bans on genetic research.

The power relations that characterize practices related to Indigenous data are critical issues in the
era of “big data” and “open data”. Technological advances like whole-genome sequencing (WGS),
which lends to the increased production of high-throughput biological data, are prompting new
discussion about the inclusion of digital sequence information (DSI) into the Nagoya Protocol to
ensure the benefits arising from the use of biological data--increasingly a global commodity--are
equitable and inclusive. In recent years, the Indigenous Data Sovereignty (IDS) movement has
articulated the rights of Indigenous Peoples to determine how data derived from or related to them
is collected, accessed, analysed, interpreted, managed, disseminated, and reused. The CARE
Principles for Indigenous Data Governance (IDG) outline Indigenous principles that should inform
data governance and management practices across data-ecosystems.

The IDS movement seeks to reclaim control of both Indigenous data and the narratives the data can
be used to create. Recently, work has been done on implementing IDS/IDG principles and
articulating what this looks like in practice including alignment with other frameworks like the FAIR
principles for scientific data management, and international policy (e.g., UNDRIP and the Nagoya
Protocol). Other tools for enhancing control over Indigenous data include Indigenous controlled
platforms (e.g., the Mukurtu CMS platform), data trusts, Traditional Knowledge (TK) and Biocultural
(BC) labels, and governance entities.



Two seminal books, Indigenous Data Sovereignty: Towards an Agenda (2016), edited by Tahu
Kukutai and John Taylor and Indigenous Data Sovereignty and Policy, edited by Maggie Walter, Tahu
Kukutai, Stephanie Russo Carroll, and Desi Rodriguez-Lonebear, provide a foundation for
understanding the key concepts and ideas informing this field of thought. The articles in the
collection below explore mechanisms and emerging technologies for operationalising IDS (the
management of information in alignment with the laws, practices, and customs of the nation-state in
which it is located) and IDG (authority over the design, access to, and use of data) creating more
ethical research practices, and facilitating equitable access and benefit-sharing.
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